TWO - FACTOR AUTHENTICATION LOGIN PROCESS FOR AAAP USERS
September 8, 2015

Beginning September 8, 2015, AAAP users will be required to log in using a new two-factor authentication
login process. The two-factor authentication login process is designed to enhance security where
authentication, encryption, and digital signatures services are provided. With two-factor authentication, the
user provides a second piece of information to verify their identity, in the case of GSA, a randomly generated
number is sent to the user's registered email address.

The new login process will be implemented for all AAAP users logging in after September 8, 2015 at 12:00
am EST. AAAP users will have to go through the two-factor login process every time they log out or are
timed out of the application.

How does the new login process work for an EXISTING AAAP user?
Users with an existing login will enter their Username and Password on the AAAP Homepage and click on
‘Login’.

Current user? Please login.

The user will then receive an email from AAAP.Manager@gsa.gov. The email will be sent to the email on
file which is also the Username. The email will include a 5 digit verification code. See below sample email:

Once the user receives the email, they can return to the AAAP website which will now display the following:


https://aaap.secure.force.com/AAAP
mailto:AAAP.Manager@gsa.gov

Attempt 1 of 5 1!
After 5 invalid attempts, your account will be locked. You will need to contact aaap.manager@gsa.gov.

Enter your vernfication code

A verification code was sent via email to jCI"Iﬂ.GDE@‘SDI‘I’IE‘CD!"!’J’.‘EF}.ECF‘!‘I. When you receive the code, entar it below and click "Next”
Code will expire in 60 minutes. If you close the window and start again, a new code will be sent.

Didn't receive the email?

Sometimes automated messages gel categorized as spam. Check your spam folder
If you still have questions, contact Aaap Manager@gsa.gov.
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Follow the instructions on the screen in order to proceed to the AAAP Offeror Page. If the user does not
return to the AAAP and enter the code within 20 minutes, the user will sent back to the AAAP home page
and will have to request a new verification code.

How does the new login process work for an NEW AAAP user?

New AAAP users will click on New User and enter their registration information. Click HERE for help on how
to register. After the new user logs in and changes their password, users will receive the email with the
verification code.

Once the user receives the email, they can return to the AAAP website which will now display the following
screen:

Attempt 1 of 5 !1!
After 5 invalid attempts, your account will be locked. You will need to contact aaap.managern@gsa.gov.

Enter your venfication code

A verification code was sent via email to jCl"I‘J.G-DI'—.‘P@‘SDI’I‘IE‘CD!‘!?L‘EIF‘}.ECFH. When you receive the code, enter it below and click "Mext”
Code will expire in 60 minutes. If you close the window and start again, a new code will be sent.

Didn't receive the email?

Sometimes automated messages gel categorized as spam. Check your spam folder
If you still have questions, contact Aaap Manager@gsa.gov.

Follow the instructions on the screen in order to proceed to the AAAP Offeror Page.

Still have questions?
Contact the AAAP by emailing AAAP.Manager@gsa.gov


https://aaap.secure.force.com/AAAP/PBS_AAAP_Sitehelp

